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Motivation

As a device (laptop, workstation, smartphone etc.) is shipped from the point of 

origin (Vendor) to point of use (Owner of device), there is a potential for tampering 

with the device and installation of malware.
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Problem Statement

Prevent device tampering during transit so as to prevent malware installation
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Solution

Lock device via BIOS/BMC during transit and allow to unlock only by an 

authorized user after proper authentication.
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Figure: High-Level Workflow of PIT-Cerberus Protocol

High-Level Description of PIT-Cerberus Protocol

COMPANY locks DEVICE by BIOS/BMC 

using capabilities of HRoT

COMPANY sells DEVICE to USER

DEVICE needs to authenticate USER as 

rightful owner before using

USER Authenticates to HRoT

BIOS/BMC of DEVICE boots up

DEVICE unlocks

Unlocking
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Locking
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We developed a protocol to prevent device tampering during transit.1

The proposed PIT-Cerberus framework (PIT = Protection In Transit) leverages strong cryptographic 

techniques and has been implemented within a trusted microcontroller framework (Project Cerberus).
2

We enhance Microsoft’s Cerberus Framework capabilities to carve out a more resilient security protocol.3

We will contribute the PIT-Cerberus framework’s libraries to Project Cerberus, an open-source 

project that offers a security platform for server hardware.
4

We have done extensive security testing to showcase the protocol’s exceptions and failures handling 

capability in various attack scenarios.
5

Our Contributions
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Proposed Protocol

Device Locking Steps

Shipping

Device Unlocking
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Proposed Protocol: Locking

Device Locking Steps
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Proposed Protocol: Unlocking

Device Unlocking Steps



The PIT protocol establishes mutual authentication as it needs to satisfy the following 

conditions:

• The Recipient verifies the Device’s authenticity, expressed as Recipient authenticates 

Device.

• The Device verifies the Recipient’s authenticity, expressed as Device authenticates 

Recipient.

• The Recipient needs to authenticate themselves to the Server, expressed as Server 

authenticates Recipient.

PIT-Cerberus Formal Verifications
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API Flowchart for Lock state

HRoT API Flowchart for Cerberus Open-Source Framework
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API Flowchart for Unlock state

HRoT API Flowchart for Cerberus Open-Source Framework
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Output From HRoT Terminal

Output From Server Terminal

Encrypted OTP sent to the User’s Email

Evaluation & Discussion
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Cerberus Public Key in DER Format

Secret Key computed by OpenSSL and Python 

Server

Secret Key computed by OpenSSL and Python Server

PIT Library Compatibility of OpenSSL and Python Server
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Security Analysis of the Protocol

• Attack Surface Analysis: Detailed Threat Modelling.

Security Analysis of the Protocol

• Encryption and Key Management:

• AES-GCM-256

• ECDH-256

• Replay Attack Prevention: Integrated Lamport timestamps and 

unique session keys. 

• Authentication and Integrity:

• Digital Signature Algorithm (DSA).

• Multi-Factor Authentication (MFA).
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Protocol’s exceptions and failures handling capability

• Server unavailability.

• REG.ID validation fails.

• OTP validation fails.

• Unable to send OTPs to USER email.
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Link: https://github.com/cryptoknight13/Project-Cerberus.git

PIT Modified Open-Source Cerberus Embedded Framework

https://github.com/cryptoknight13/Project-Cerberus.git
https://github.com/cryptoknight13/Project-Cerberus.git
https://github.com/cryptoknight13/Project-Cerberus.git
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• Enhancing PIT-Cerberus Capabilities:

• Single User Multiple Sessions.

• Multiple Users Multiple/Single Session(s).

Future Work

• Verifying correctness of the protocol using 

Color Petri nets.

• Modification of OTP sending process.

• Hardware implementations and Firmware Update Ecosystems.



Thank You

Question?
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