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As a device (laptop, workstation, smartphone etc.) is shipped from the point of

origin (Vendor) to point of use (Owner of device), there is a potential for tampering
with the device and installation of malware.
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Prevent device tampering during transit so as to prevent malware installation
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Lock device via BIOS/BMC during transit and allow to unlock only by an
authorized user after proper authentication.
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Figure: High-Level Workflow of PIT-Cerberus Protocol



1 We developed a protocol to prevent device tampering during transit.
—

9 The proposed PIT-Cerberus framework (PIT = Protection In Transit) leverages strong cryptographic

techniques and has been implemented within a trusted microcontroller framework (Project Cerberus).
—

3 We enhance Microsoft’s Cerberus Framework capabilities to carve out a more resilient security protocol.

4 We will contribute the PIT-Cerberus framework’s libraries to Project Cerberus, an open-source
project that offers a security platform for server hardware.

5 We have done extensive security testing to showcase the protocol’s exceptions and failures handling

capability in various attack scenarios.
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1. PRODUCT Registration Information i

2. Create Registration ID
3. Associate [Reg.|D] with USER

4. Send the [Reg.ID] to HRoT

5. Create ECDH Key Pair: |
Private Key: dA

D eVic e L O Ckin g S t ep S rletoransdiag 6. Sends the Public Key (qA) to Server

Private Key: dB
1 Public Key: qgB=dB X G
8. Generate Secret Key: S =dB x gA

9. Send the Public Key (qB) to HRoT

10. Generate Secret Key:h
S=dAxgB

Shipping +———

( DEVICE is LOCKED by BIOS/BMC )

H I H
DEVICE is LOCKED and Shipped to USER by the COMPANY ‘

( Established secure out-of-band channel >

11. USER rasied UnLockRequest

M 12. Server Generates: 1

i ; [Regq.ID]s = AESEncrypt([Reg.ID], S)

13. DEVICED rasied UnLockRequest

Established secure out-of-band channel

l ______________ 14, Server §g_r)g_§ _[_F_Ieg.lD]s to HRoT

B
15. [Reg.ID] Validation

16. USER and [Reg.ID] Validation Results

e Device Unlocking

17. [Reg.ID] is Invalid

18.[OTP]Generation |
19.[OTP]Encryption: [OTP]s ; S tep S

= AESEncrypt({OTP], S)

20. Send the encrypted [OTP]s to Server |
21. Server sends the encrypted [OTP]s to USER

22| USER inputs encrypted [OTP]s to DEVICE

23. DEVICE transfer encrypted [OTP]s to HRoT

24. [OTP] Validation

—

25. [OTP] Valid

25, [OTP] Invalid

26. Boot Sequence Started
DEVICE is UNLOCKED )
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| | 1. PRODUCT Registration Information |
2. Create Registration ID
| | | 3. Associate [Reg.|D] with USER
| i 4. Send the [Reg.ID] to HRoT |
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5. Create ECDH Key Pair: : | | |
Private Key: dA :
Public Key: gA =dAx G | | | |
6. Sends the Public Key (qA) to Server
7. Generate ECHD Key Pair: ]
i | | Private Key: dB
| | | Public Key: qB =dB X G
| | | 8. Generate Secret Key: S = dB x gA
i | 9. Send the Public Key (qB) to HRoT |
10. Generate Secret Key: |
S=dAxqgB | , . .
{ DEVICE is LOCKED by BIOS/BMC ) | |

Device Locking Steps
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DEVICE is LOCKED and Shipped to USER by the COMPANY

< Established secure out-of-band channel >

11. USER rasied UnLockRequest

12. Server Generates:
[Reg.ID]s = AESEncrypt([Reg.ID], S)

Established secure out-of-band channel

| 14. Server Sends [Reg.ID]s to HRoT

B PR ——

19.[OTP]Encryption: [OTP]s
= AESEncrypt([OTP], S)

I D B
15. [Reg.ID] Validation
16. USER and [Reg.ID] Validation Results ;
| ! 17. [Reg.ID] is Valid
| 17. [Reg.ID] is Invalid
| 5 s s s
18.[OTP]Generation '

20. Send the encrypted [OTP]s to Server

22| USER inputs encrypted [OTP]s to DEVICE [

23. DEVICE transfer encrypted [OTP]s to HRoT

24. [OTP] Validation

25. [OTP] Valid

25. [OTP] Invalid
___________________ 26. Boot Sequence Started
< DEVICE is UNLOCKED >

Device Unlocking Steps



The PIT protocol establishes mutual authentication as it needs to satisfy the following
conditions:

* The Recipient verifies the Device’'s authenticity, expressed as Recipient authenticates
Device.

* The Device verifies the Recipient’s authenticity, expressed as Device authenticates
Recipient.

* The Recipient needs to authenticate themselves to the Server, expressed as Server
authenticates Recipient.



Compute
ECC Keys

Key Generation

Verification Successful

Verification
Failed
Verification
Yes: OTP
Validated OTP
Validation

Compute
Secret Keys

Key Exchange

BIOS/BMC Unlock

No: OTP Not Matched

[OTP]s
OTP

Exchange

Unlock State

Lock
State/lIdle

Unlock
Request

Reg.1D

Validation B

Yes

OoTP
Generation




Lockdown initiated.

int pit_secretkey(struct ecc_private_key *privkey, struct ecc_public_key *pubkey, uint8_t *secret, int xstate){
struct ecc_engine_mbedtls engine;
ecc_mbedtls_init (&engine);
int shared_length = engine.base.get_shared_secret_max_length(&engine.base, privkey);
uint8_t out[shared_length];
int status = engine.base.compute_shared_secret (&engine.base, privkey, pubkey, out, sizeof (out));

ecc_mbedtls_release (&engine);

memcpy (secret, out, shared_length);

if(shared_length != status){
return PIT_CRYPTO_SECRET_KEY_NOT_EXPECTED_LENGTH;

}

kstate = 3;
return SUCESS;

keyexchangestate sends the user’s

int pit_keygenstate(size_t key_length, struct ecc_private_key xprivkey, struct ecc_public_key xpubkey, int xstate){

pit i2c/keyexc
hangestate () S
er’s

struct ecc_engine_mbedtls engine; cEiTe serv

. . Re
ecc_mbedtls_init (&engine); @ b““- key
int status = engine.base.generate_key pair (&engine.base, key_length, privkey, pubkey); pu SEFVEI’

kstate = 1;
ecc_mbedtls_release (&engine);
if(status == 0){
return SUCESS;
}
else{
return PIT_CRYPTO_KEY_GENERATION_FAILED;

pit_crypto/pit

_secretkey ()

API Flowchart for Lock state
 ————————————————————




Begin unlock

process.

int pit_OTPgen(uint8_t *secret, size_t secret_size, uint8_t xAESIV, size_t aesiv_size, uint8_t xtag, uint8_t *0TP, size_t OTPsize,

struct rng_engine_mbedtls engine;
int status;
status = rng_mbedtls_init (&engine);
status = engine.base.generate_random_buffer (&engine.base, 0TPsize, OTP);
if(status != 0){
return PIT_CRYPTO_OTP_GENERATION_FAILED;

status = pit_encryption(0TP, O0TPsize, secret, secret_size, AESIV, aesiv_size, tag, OTPs, state);

if(status !'= 1){
return PIT_CRYPTO_ENCRYPTION_FAILED;

kstate = 6;
return SUCESS;
H

Sends OTPs to the
server. Receives user
input.

int pit_encryption{uint8_t xmsg, size_t msg_size, uint8_t xsecret, size_t secret_length, uint8_t *AESIV, size_t AESIV_SIZE, uint8_t xtag,

struct aes_engine_mbedtls aes_engine;
aes_mbedtls_init (&aes_engine);

aes_engine.base.set_key(&aes_engine.base, secret, secret_length);
int status = aes_engine.base.encrypt_data (&aes_engine.base, msg, msg_size, AESIV, ][]I}lﬂt}
AESIV_SIZE, ciphertext, msg_size, tag, 16);

aes_mbedtls_release(&aes_engine);

*state = 4;
if(status !'= 0){
return PIT_CRYPTO_ENCRYPTION_FAILED;
}
return SUCESS;

API Flowchart for Unlock state

)TP.
TE

int pit_decryption{uint8_t xciphertext, size_t ciphertext_size, uint8_t xsecret, size_t secret_length, uint8_t *AESIV, size_t AESIV_SIZE,
struct aes_engine_mbedtls aes_engine;
aes_mbedtls_init (&aes_engine);
aes_engine.base.set_key (&aes_engine.base, secret, secret_length);

int stat = aes_engine.base.decrypt_data (&aes_engine.base, ciphertext, ciphertext_size,
tag, AESIV, AESIV_SIZE, plaintext, ciphertext_size);
*state = 5;
if(stat != 0){
return PIT_CRYPTO_DECRYPTION_FAILED;

0 - product id

¥
return SUCESS;

Server sends encrypted ET)

Pass OTP to be encrypted

pit_crypto/pit to pit_encryption pit crypto/pit_
OTPgen () -4 encryption ()

Returns encrypted
OoTP

pit_i2c/send un P Send email to user

lock info() containing OTPs

Ps f.
Om €maj) intg

User

pit _crypto/pit

decryption ()

ted OTPs




pit crypto: test OTPgen

pit_crypto: test OTPvalidation

pit crypto: test decryption

pit: test pit lock

Device is Locked.

pit: test pit unlock

User initiated Unlock Request......

F’FI][I'I'T I[I .nﬂllh’rllu Succ '. fllli tatus is: 1 g e:~/Rakesh$ python3 pid-server.py
f Server ECC He; Pair.

4-1nl”ll]ll_‘_’JBEf_‘El::lF:l" 3 ]_r]"q.r'.r]r] :ll :I]""

\ 27.0.8.1", 40564)
EELluEd. Cerberus ECC Key Pair.

Client X wvalue
Client y value

Output From HRoT Terminal

Generating shared secret.....
listening
115tEﬂ1ﬂg
("127.8.8.1"
“'ted oOTP

rakrock121212@gmail.com 6:43PM (3 minutes ago) T 6

T
UL i

b"x03hsx7f PxB6wfciadxfaixb3x12wecx1cGal 07 xf3 w04 ca a9l 11 wealdwpb? 1 13w 16w fBxclixackk 11 \xebixdaxBc Tx0 7\ xcelkedU\x LdxcOtOaH\xa3\xdAx 98ixb5AD
wWlc?=V{ef \wObx\xB0Wwcexixb3xed\x0e]x9fxdaixe IWixBewa2\rxdbixd 5dweelxddike Iwe8qw 15\ 00/b[0ufOxcBixc Viee \xce\xOfx 1bixebixbd \xcdY &\ laj*c3wbdxefix80ixcl

i aveoocose Output From Server Terminal

Encrypted OTP sent to the User’s Email




Openssl attempting to read the server’s public key

Public-Key: (256 bit)

pub:
B4:77:46:1F:52:9c:73:
fd:94:76:F:f1:18:ab:
Oe:40:b0:34:95:ba:ec:ef:
ee:df:cd:34:8F:da:cB:68:
24:ec:26:97:d5

ASN1 OID: prime25ovl

NIST CURVE: P-256

Openssl attempting to read the server’s private key

Private-Key:

priv:
be:bc:cf:59:
28 :bb:ae:64:
£5:5F

pub:
B4:77:46:1F:52:9¢c:
fd:94:76:FF:f1:18:
Oe:40:b0:34:05:;
eedf:cd:34:8f:
24:ec:26:97:d5

ASN1 OID: prime256vl

NIST CURVE: P-256

(

Secret Key computed by OpenSSL and Python
Server

\

Openssl attempting to client’s public key

Public-Key: (256 bit)
pub:
B4:19:4e:f
FB:ch:cC:

:C1:34:
A6:4b:bB: &
68:cbh:2c:

ASN1 OID:

Cerberus Public Key in DER Format

Using openssl to derive shared secret :

Gzi¢i. Qa1 (@

Using the server to derive shared secret :

Gzi. QEseE e (e

Is this shared secret the same as the one generated by client AND the same as the one generated by server? True

Secret Key computed by OpenSSL and Python Server




* Attack Surface Analysis: Detailed Threat Modelling.
* Encryption and Key Management:

* AES-GCM-256
« ECDH-256

* Replay Attack Prevention: Integrated Lamport timestamps and

unique session keys.

S : Security Analysis of the Protocol
* Authentication and Integrity: y Analy

* Digital Signature Algorithm (DSA).
* Multi-Factor Authentication (MFA).



* Server unavailability.

 REG.ID validation fails.

* OTP validation fails.

* Unable to send OTPs to USER email.




PIT Modifie

Cerberus Embedded Framework

%) project-Cerberus  puvic £ Pin  ®Unwatch 1 ~

ore

attestation

12C

tmp

Contains all the API
for Protection in

Transit

¥ main ~ ¥ 1Branch © 0 Tags Add file ~ <> Code ~ About

@ cryptoknight13 Cerberus Update

build

cmake

external/mbedtls-2.17.0
projects
B testing
B tools
[ .DS_Store
[ APIv2.pdf
[) CONTRIBUTING.md
[ Cerberus.cmake
[ LICENSE.txt
[ NOTICE.txt
[ README.md

[ i2c-server.py

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

Cerberus Update

529d79c - last year @ 3 Commits

last year
last year
last year
last year
last year
last year
last year
last year
last year
last year
last year
last year
last year

last year

last year

No description, website, or topics
provided.

Readme
View license
Activity

1 star

1 watching

0 forks

Releases

No releases published
Create a new release

Packages

No packages published
Publish your first package

Languages

C 99.1% ® Other 0.9%

Suggested workflows
Based on your tech stack

Link: https://github.com/cryptoknight13/Project-Cerberus.qit
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https://github.com/cryptoknight13/Project-Cerberus.git
https://github.com/cryptoknight13/Project-Cerberus.git
https://github.com/cryptoknight13/Project-Cerberus.git

* Enhancing PIT-Cerberus Capabilities:
* Single User Multiple Sessions.
* Multiple Users Multiple/Single Session(s).

* Veritying correctness of the protocol using
Color Petr1 nets.

* Modification of OTP sending process.

* Hardware implementations and Firmware Update Ecosystems.
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