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ABSTRACT
In this research, we address the over-generalized perspective of
spam/ham (non-spam) classi�cation. Despite the intricacies of spam
classi�cation, reliance on user feedback may inadvertently skew
�lters to misclassify legitimate and malicious emails, as users are
prone to �ag innocuous commercial mail as spam rather than un-
subscribing. Current spam datasets have a propensity to include
such user-�agged spam which can lead to further misclassi�cation,
leading to �lters biased against warranted commercial correspon-
dence. Motivated to address this concern, we introduce two new
classi�cation categories that delve deeper into the nuances of spam.
‘Warranted spam’, refers to consensual communications, from a
credible source with transparent and safe opt-out mechanisms,
and ‘unwarranted spam’ describes unsolicited messages, often of a
malicious nature. Utilizing these classi�cations, we propose an inno-
vative and dynamic ‘warranted spam’ dataset that seeks to pave the
way for researchers to develop more sophisticated spam �ltering
techniques. Furthermore, our study delves into pioneering machine
learning and natural language processing approaches, harnessing
our dataset’s potential. The overarching aspiration of our work is to
augment online safety, preserve brand integrity, and optimize both
the user experience and the e�cacy of email marketing campaigns.

CCS CONCEPTS
• Information systems! Document �ltering; Information
extraction; • Security and privacy! Information �ow control;
Usability in security and privacy; Economics of security and
privacy; Social aspects of security and privacy; • Computing
methodologies ! Machine learning; Natural language processing.
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1 INTRODUCTION
Currently, spam email is broadly de�ned as any unsolicited mes-
sage, typically of commercial origin. However, is this de�nition,
centered around the notion of ‘unsolicited’, inadvertently limiting
the e�ectiveness of our spam �ltration methodologies? The term
‘unsolicited’ implies messages that are “not asked for or requested’
In fact, a signi�cant portion of emails perceived as spam are mes-
sages that recipients have, in some manner, consented to receive.
This consent may be explicit, as in the case of newsletter subscrip-
tions, or implicit, as when individuals agree to terms and conditions,
make online purchases, or access free online services. Oftentimes in
these cases, users inadvertently agree to receive future communica-
tions. These emails, although potentially unwanted, are warranted
in the sense that they are sent with some level of prior consent. This
paper proposes a distinction be made between ‘warranted spam’
and ‘unwarranted spam’. We de�ne ‘warranted spam’ as legiti-
mate communications that recipients have consensually opted into,
knowingly or not, that originate from a credible source, and that
provide clear and safe options for recipients to opt-out. Whereas
‘unwarranted spam’ is de�ned as unsolicited and often malicious
messages sent without the recipient’s consent, where attempts to
unsubscribe may be futile or may even exacerbate the problem. Cur-
rent spam datasets available to researchers, such as Ling-Spam [2],
SpamAssassin [7], Enron-Spam [6], TREC07 [3], CSDMC [1], and
others, contain data that is over a decade old which, according to
Jáñez-Martino et al. [5], has signi�cant implications for researchers.
They show that models trained on these outdated datasets often
have deteriorated performance when tested on current data. Along
with being outdated, most, if not all, of these datasets consist of an
amalgamation of warranted and unwarranted spam. We propose
that this broad categorization of spam hampers the development of
accurate and e�ective �ltering solutions, as it forces the character-
istics of warranted and unwarranted spam to be clumped together.
This is a signi�cant issue, as unwarranted spam is not just a nui-
sance but a vector for phishing attacks, malware distribution, and
other cyber threats. Moreover, unwarranted a�liate marketing
spamming mechanisms are increasingly leveraged for �nancial ad-
vantage as spammers are incentivized to distribute unwarranted
spam to accrue a�liate marketing commissions. This can lead to
unintended consequences for the companies whose reputations
and brand identities are being a�liated with unwarranted spam.
Recognizing this, we are currently developing a modern dataset
consisting of warranted spam. This dataset is meticulously curated
by manually signing up for email correspondence as a normal user
would. Our dataset is designed to complement existing unwarranted

3603

https://doi.org/10.1145/3576915.3624397
https://doi.org/10.1145/3576915.3624397
https://doi.org/10.1145/3576915.3624397
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3576915.3624397&domain=pdf&date_stamp=2023-11-21


CCS ’23, November 26–30, 2023, Copenhagen, Denmark Eric Burton Samuel Martin, Hossein Shirazi, & Indrakshi Ray

spam datasets, such as the one maintained by Bruce Guenter [4],
allowing for a more complete and comprehensive understanding of
spam. For individual users, this nuanced approach to spam detection
promises reduced exposure to malicious content. For businesses,
especially those that rely on email marketing, our dataset o�ers
potential for improved deliverability of communications, increased
customer engagement, and compliance with various regulations,
such as the CAN-SPAM Act and GDPR. Importantly, it also helps to
preserve brand integrity, as companies’ legitimate communications
are less likely to be mistakenly classi�ed as spam, which can tarnish
their reputation and erode customer trust.

2 DATASET GENERATION METHODOLOGY
The dataset generation process aims to collect a large quantity of
warranted spam emails. We are providing three datasets to the
public in our Warranted Spam Archive1.

2.1 Warranted Spam Email Datasets
To host our warranted spam, we have created three accounts.

(1) PRIMARY@gmail.com - The primary dataset. This ac-
count meticulously registers to websites found in the web-
site repository1 and employs the ‘+’ feature in Gmail to
trace the original source of each email. For example, PRI-
MARY+nike@gmail.comwould be used to register for Nike.com.

(2) AD-HOC@gmail.com - A supplementary dataset that, un-
like the primary account, does not maintain a record of each
sign-up. This dataset is designed for convenient, ad-hoc sign-
ups encountered during researchers’ daily lives outside of
working hours.

(3) FORWARD@outlook.com - This account has the single
purpose of receiving emails forwarded by the primary Gmail
account. This incorporates email headers generated by Mi-
crosoft Outlook into the dataset.

All emails received that are categorized as spam by the email
provider are forwarded to a dedicated “Labelled Spam” folder for
easy identi�cation and segregation for future analysis. This allows
researchers to investigate features that can cause commercial war-
ranted spam to be classi�ed as spam.

2.2 Website Repository
For the primary email account, we created a diverse website repos-
itory1 spanning 28 categories that were systematically chosen to
maximize a�liate communications, marketing emails, and newslet-
ters. Each category contains more than 70 websites that were gener-
ated utilizing ChatGPT4 and Google and vetted by the team. A few
examples of the categories within the repository are Retail, Travel,
Finance, Health, Sports, Food, Beauty, Fashion, News, Crypto, and
Job Search. The repository contains the website name, URL, unique
email address provided to the site (using the ’+’ feature), whether
registration was successful, and comments if applicable.

1EbMartin. 2023. Warranted Spam Archive. https://www.cs.colostate.edu/~ebmartin/
warrantedSpamDataSet/

2.3 Sign-up Methodology
For the primary account, each site in the website repository1 was
manually visited and surveyed for newsletter sign-ups, pop-ups, or
account creation procedures that included an opt-in email system.
Once a place for an email address was found, a unique email address
employing the ’+’ feature was supplied and if possible, the highest
email frequency was chosen. For the ad-hoc account, researchers
provide the email address when they encounter a sign-up form in
their daily lives. The ad-hoc account does not use the website repos-
itory as a reference. Therefore, the primary and ad-hoc accounts
may have some overlapping sign-ups.

2.4 Sign-up Automation
Automation of the sign-up process has proven di�cult due to the
diverse and complex registration requirements across di�erent web-
sites, including CAPTCHA challenges, phone number veri�cation,
and unique form structures designed to deter automated interac-
tions. We are currently working on an automatic sign-up bot for
websites that have simple email input �elds to help dramatically
increase our dataset size.

2.5 Data Cleansing and Management
We developed several Python scripts for data management and
cleansing. These scripts perform tasks such as extracting individual
emails from large .mbox �les, organizing emails chronologically,
scrubbing sensitive recipient data, extracting key metrics from col-
lected emails, including sender domain, unsubscribe link count,
presence of tracking pixels, and authentication results, among oth-
ers, and updating the warranted spam archive website 1.

We noticed a substantial di�erence in storage consumption be-
tween the primary Gmail account and its corresponding Outlook
account, which receives emails forwarded from the primary ac-
count. Even with a comparable number of emails, the storage used
by Outlook signi�cantly exceeds that of Gmail as seen in Table 1.

Primary Ad-Hoc Forwarded
Provider Gmail Gmail Outlook
Instantiation 3-May-23 31-Mar-23 18-May-23
GB 6.12 1.93 15 (Max)
Total Emails 60.8K 23.2K 54.4K
Spam 1.2K (2.0%) 0.6K (2.90%) 1.4K (2.60%)

Table 1: Summary of statistics from creation date until 20-
Aug-2023 for each email Account used in dataset collection.

3 NEXT STEPS FOR CLASSIFICATION
Utilizing our dataset, we are working towards the following:

• Distinguish between unwarranted and warranted spam.
• Identify potential misclassi�cations in public datasets.
• Content categorization and sentiment analysis.
• Automation of email registration.
• Unsubscription link and image link study.

Our approach towards the classi�cation of warranted and unwar-
ranted spam is divided into three main components:
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3.1 Leveraging Large Language Models (LLMs)
Through the use of LLMs, we aim to achieve di�erentiation be-
tween warranted and unwarranted spam by analyzing the textual
content of emails. LLMs allow us to discern semantics, context, and
recurring patterns, facilitating e�ective classi�cation. Moreover,
they enable in-depth content categorization, o�ering insights into
the email’s intent and nature. Additionally, we intend to employ
sentiment analysis to gauge emotional undertones and motivations
within the email content, especially comparing the sentiment of
commercial warranted spam against potential phishing or scam
emails since they both often attempt to exploit recipients’ emotions
to generate clicks.

3.2 Analysis of Metadata and Feature
Engineering

Beyond textual content, the non-textual components of emails play
an important role in spam detection. Spammers often resort to
tactics like crafting bespoke headers and manipulating metadata
attributes, in an attempt to elude conventional �lters. In light of
this, we have created a complex feature extracting script that will
provide us with a vast set of features extracted from email head-
ers and associated metadata. By identifying and assessing patterns
unique to both warranted and unwarranted spam, we aim to estab-
lish a ’�ngerprint’ for warranted spam, assisting in the detection
of anomalies in unwarranted emails. Utilizing this technique of
anomaly detection can help �ght against the consistent adversar-
ial techniques spammers use to manipulate metadata attributes to
bypass �lters abd when synergized with traditional classi�ers and
LLMs, show promise to substantially fortify our spam detection
methods.

3.3 Analysis of Warranted Spam Characteristics
A core aspect of our research is identifying characteristics of war-
ranted commercial spam. We are investigating the frequency and
authenticity of unsubscription links in these emails. By understand-
ing how often these links appear and verifying their legitimacy,
we aim to highlight potential di�erences between genuine mar-
keters and malicious entities. Additionally, given that unwarranted
spam often heavily relies on images, we are assessing the quantity
of images, the existence of embedded links within them, and the
proportion of accompanying text in warranted commercial spam.
The goal is to ascertain if there’s a distinct pattern in how legit-
imate entities use images in their communications compared to
unwarranted spammers.

4 DATASET USE-CASES
A few of the potential use-cases for the warranted spam dataset are
proposed below.

4.1 Security-Related Uses
• Phishing/Spam Detection: By pairing this dataset with
unwarranted datasets like Guenter’s [4], researchers can
train models to discern legitimate marketing emails from
phishing/spam attempts that aim to mimic these legitimate
emails.

• Safer Unsubscription: Examining the opt-out mechanisms
in warranted spam can help create safer unsubscription tools,
shielding users from threats when unsubscribing.

4.2 Business Bene�ts
• Improved Deliverability: Ensuring emails from businesses
are classi�ed as warranted increases the likelihood of reach-
ing intended recipients, avoiding spam folders.

• Identifying Spam Triggers: By evaluating the warranted
spam �agged as spam by Gmail, businesses can pinpoint ele-
ments triggering spam �lters, re�ning their communication
strategies.

• Brand Integrity: For legitimate companies, having their
brand unknowingly associated with unwarranted spam can
tarnish their reputation. Utilizing this dataset can help train
models to identify warranted and unwarranted a�liate mar-
keting.

5 THREATS TO VALIDITY
The integrity of our dataset relies on the websites used to amass
warranted spam emails. While we sought diversity in our website
selection, most were generated via ChatGPT4 (May 3 Version), so
there’s potential for geographical, cultural, or other biases that
might not capture the global spectrum of spam characteristics. En-
suring the con�dentiality of the dataset’s email accounts remains
crucial to prevent unintended external in�uences, which could adul-
terate the dataset. Our pursuit of automation also may introduce
bias as our bot will have varying constraints, limiting its scope.
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