


MOTIVATION

® Industrial control systems are a highly target rich environment

® Large networks with multiple interacting parts
® Can span large geographical areas

® Legacy components, and a “if it’s not broke, don’t fix it” approach

® A large amount support critical infrastructure

®* Gas pipelines, power plants, manufacturing centers

®* Making them desirable attacks for terrorists, nation states and foreign actors



® Testing on li 1gerous, expensive and

difficult

® In one report, the use of ping sweeps caused a robotic arm to swing on a factory floor and in
’ Ll . .
another caused a system failure that resulted in over $50,000 worth of damage to equipment
/ David P Duggan. Penetration Testing of Industrial Control Systems. Sandia National Laboratories, page 7, 2005.
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WHERE DOES SIMULATION FALL SHORT?

Fidelity and accuracy to real world models

®* Many of these simulation architectures are developed by computer scientists without the proper engineering

perspectives

Simulations may not consider a full scope of attacks
® Denial of service and network-based attacks are commonly researched

* Small body of work on control loop and feedback attacks

Lack of modularity
® Systems may be designed to simulate several different physical SCADA models
®* However, they don’t integrate existing engineering simulators

® Or have extensible designs that allow hybrid and real PLCs into the model

Previous literature has not investigated software for simulating gas systems

®* Gas systems play a large role in electrical power generation
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® In future work: OpenDSS, PowerWorld, etc.

® Consulting with engineers and cybersecurity experts alike to determine important design
® considerations
®* Which attacks should be explored?
®* How do these physical systems operate in real world scenarios ¢
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INTEGRATING
WITH EXISTING
PHYSICAL AND
ENGINEERING
SIMULATORS

®In our preliminary case study we use a

MATLAB /SIMULINK /SIMSCAPE stack to model
the dynamics of gas pipelines

® Using vetted and existing simulators prevents us

from reinventing the wheel, and gives us

hyper-realistic mathematical models

® Using a highly extensible simulator like
MATLAB /SIMULINK also makes it easy to model
other physical systems such as electrical grids, but
could even be expanded to simulate

manufacturing or heavy vehicle security



Some strategies c
modeling, mathematics, ¢
comparisons

In our work we consult with gas system experts
and engineers to determine whether our physical
pipelines and control schemes are representative

of real systems

ructures

ations to represent
as the entire Colorado
distribution pipeline?

= a computationally efficient way to do this
without losing accuracy?




simulation

ng able to model several different types
of network architectures is also critically
important and is also a goal of our future
work

Our gas pipeline model r |
pipeline simulation in about 2 — 3 minutes

However, this long-term simulation can lead
to a plethora of timing issues in the model
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Example:
It’s a cold day at 40 F and
your thermostat doesn’t seem

to be turning on the heat...
why?

System believes that the temperature is 5 F above desired.

Makes no adjustment.

fu=u)

[ Physical System

Measurement attacks
75 F False reading

THERMOSTAT EXAMPLE

® Your thermostat likely uses a thermometer

® When the temperature is too low in your
house it turns on the heating using your gas

or electric furnace

® What happens if this thermometer is
broken?

® |If it’s falsely reading too low then
your heat will always be on even

when your house is already heated

® |If it’s falsely reading too high then
your heat won’t come on even when

it’s freezing cold



THEY CAN CHANGE THE CONTROL BEHAVIOR

Allan, Patrick. Trick a Guard-Box Protected Thermostat Into Warming Up the Office. Lifehacker. Jan 19, 2016.
:/ /lifehacker.com /trick-a-guard-box-protected-thermostat-into-warming-up-



https://lifehacker.com/trick-a-guard-box-protected-thermostat-into-warming-up-1753876434

DESIGN OF OUR SCADA SIMULATOR

® Critical parts of our design:

® 3-layer architecture: process model, control model, and HMI or system operator
® Interfacing with Simulink and SimScape

® Creating realistic gas pipeline models

® Resolving timing issues in long term simulations

® Simulating compromises

® Using an Oracle PLC to validate system data



Human Machine Interface

" 3 LAYER
~ ARCHITECTURE T sommmenen

" Virtual or Real PLCs

* This design separates the Simulink

system into 3 main parts
( Shared Memory Communication Layer

A physical process that

could be an electrical e Simulink lnteriace S

system, gas system, or

Control Layer ’

some other ICS system | uDP Datachannel

A control layer that consists

of virtual PLCs, hybrid or
real PLCs

An HMI or system operator

model that interacts with

the control layer

Physical Process
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~ SIMULATING
.~ SENSOR

.. ~ COMPROMISES L Responds with reading: x

h Standard Worker
tr in (Pressure Sensor)
® Any sensor in the model get_reading() :
can be marked as
compromised in the
configurations Virtual PLC Compromise worker intercepts
R d ith f( t) communication with the PLC.
esponds with: f(x,
This sensor will return a <€
SRR Cing oS get reading() Compromise | Standard Worker
described by the function - . Layer (Pressure Sensor)

f(x,t) where x is the

original sensor reading

and t is the current

simulation time
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~ ORACLE PLC

3 Oracle PLC
\Gmund
truth

<—
1 data
®* When recording data on 0 \
the operator side, we want 3
c ———————>
to be able to observe both = Possibly
% PLC1 “compmmised’
compromised and ground = <« data
truth data o
s
QO .
The oracle PLC records all 8 .
sensor data in the Possibly
simulation but is never e compromised

i PLCn | 9@
marked as compromised




PROPAGATING SIMULATION TIME THROUGH THE
MODEL

* Simulation time is a concept only native to the SIMULINK /SIMSCAPE

® As a result we must push this time throughout the model

Every sensor reading includes a timestamp

Each PLC updates its notion of the current simulation time with each new reading

The Oracle PLC reports simulation time to the simulation controller or HMI

® The flaw in this design is that the virtual PLCs and the frontend are always playing catch up

®* Any communication or network delays are magnified by the ratio of simulation to real time



MODELING
REALISTIC
GAS
PIPELINES

Designing the gas pipelines to be realistic can be
challenging

Pipe sizes must be designed to Gas demands must be nominally .
. . . . Compressors must be designed to
deliver the proper amount of gas realistic based on the required . -—
. increase gas pressure but within
to power plants and gas loads in amount of power that power . .
- . certain bounds of reality
the simulation plants must generate

Most of this work is done by consulting with engineers
at the CSU powerhouse



lel safety scenarios like
temperature shut-offs

The operator observes pre

U ien apply some reasonable amount of time before plants can
difference from nominal ; come back online

Looks at immediate upstream compressors and increases their
compression ratio




SMALL SCALE EXAMPLE MODEL
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MEASUREMENT ATTACKS
ON A SIMPLE MODEL

® As the compromised pressure (the fake
reading falls) the operator tries to
compensating by increasing the
pressure upstream which is reflect by

the actual pressure reading

®* Note that although the compromised

sensor is showing a drop in pressure the
temperature remains failure consistent

and even rises in some spots
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DEMONSTRATING
IMPACTS ON A LARGER
MODEL

® To truly show the impacts of
measurement attacks in a realistic
manner we need a more sophisticated
model

® For this reason we designed a
large-scale model that is inspired
by the Colorado Front Range gas
system

® Using this model we can
demonstrate measurement attacks
and their affects on interdependent
components in the gas system
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® 9 loads, 6 of-whic S

® Total capacity of about 2900 MW
¢ ® 8 compressor stations




Plant Power Capacity (MW) Plant Max Gas Load (kg/s)

0 0.00
100 14.70
200 29.40
300 44.09
400

500

Gas Demand (kg/s) | Pipe diameter (inches) |
0 0.00|

10 9.24
20 13.07
30 16.01

40 18.49
50 20.67|

* Using a

convert the power production in Megawar ~ |Natural Gas Heating Values 45357.00
/ to the required amount of gas at a Plant Effeciency 0.15

powerplant
®* We then design the diameter of gas pipes in the

system to meet this gas demand



Cherokee Generating Station

Key facts:

o Power Production Capability: 928 megawatts
- Unit 4: 352 MW
- Unit 5: 168 MW
- Unit 6: 168 MW
- Unit 7: 240 MW
o Commercial Operation: Varies
- Unit 4: 1968
- Units 5-7: 2015
» Generation Type: Steam turbine and combined cycle
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System Wide Power (Megawatts)
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Figure 5.4: Under a period of high stress there is no loss in power if the system corrects properly.

Ficgure 6.5:
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Rapid loss of power generation capability can occur without control system intervention.

SYSTEM SCENARIO

® In some places of the world it can be common for wind farms to carry

a high amount of the power demand

® Occasionally wind can die down over an hour or two, shifting

load back onto natural gas power plants

® This causes the natural gas system to ramp up gas loads very

rapidly

® Manual operators must intervene to ensure that compressors are

pushing enough gas through the system

® A smart attacker can wait for a moment of high gas ramping and

delay the compression

® This can cause the system to oscillate or causing plants to trip off

® This can lead to cascading failures through the system as power

production must be taken over by other gas power plants

® This is the scenario we’ve tried to model

® A successful attack will cause plants to fail within this 12-hour

period of high stress



Sensor Reading Over Time

(/9

R A = PP Fort Collins Lie Pressure
® The first thing we explored on the system was == Rt ol s premn
. . . . ;imulation Time (Daysz)
inserting lies about inlet pressure on each power
Figure 6.6: Experiment 2: Difference between the actual and falsified readings at the Fort Collins compres-
plant in the system
. = . . Power Generation Over Time
® Maintaining the reading at nominal pressure — oo ioos
Y 2721.42
during the simulation | x
ﬂxnsmo
. Y 1939.0117
® Out of 6 total trials, we had one "successful” 7
attack \
\\
u
® Falsified readings at the Fort Collins plant
caused Fort Collins and later Fort Morgan
plants to go offline Time (n Daye)

Figure 6.7: Experiment 2: loss in power generation when the Fort Collins and later the Fort Morgan plants
go offline.
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WHY DOES THE FORT
MORGAN PLANT GO
OFFLINE?

® The Fort Collins compressor acts as a main
line to most of the system
® Power plants downstream rely on the Fort

Collins compressor to provide gas at nominal
pressure

® The Fort Morgan plant acts as an auxiliary
supporting line if the Fort Collins compressor is
lagging behind

® Falsified readings at the Fort Collins plant
kept the Fort Collins compressor from
ramping up to meet the new gas demand

® Fort Morgan was left to carry the burden
causing its small gas lines to quickly be

®) evacuated
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line

Execution: lie about o)

| levels,

thus preventing Fort Collins compressor from activating. Then
lie and show the pressure at the Denver plant as being too
low, causing the Denver compressor to ramp up and pull gas

out of Longmont, Fort Collins and Fort Morgan
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Sensor Reading Over Time
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Figure 6.9: Experiment 3: Real and compromised sensor readings.
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Power Generation Over Time

Required Power Load
Current Power Generation

RESULTS OF THIS ATTACK
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® Low pressure at the Fort Collins plant
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caused it to fall offline, the following S —

Figure 6.10: Experiment 3: Load profile shows a loss of generation capacity near the end of the window.

increased demand on other plants

Power Generation Over Time

coupled with the fact the Fort Collins

compressor was not pushing along

)
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enough gas caused Fort Morgan to

System Wide Power (Megawatts)
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rapidly fail as well.

® Both plants failing in rapid succession was a
loss of about 800 MW of generation

capacity in ~ 5 minutes

Figure 6.11: Experiment 3: Close up view shows that two plants fell offline in rapid succession.




* Failure 2-hour period

®* Gas pipes contain a certain amount of e that helps them remain resilient in the face of

rapid changes
® This is very different from electrical grids
/ ®* Gas pipelines may have critical points that are more crucial for defense than other points in




® Large

real-world de

® Use of multiple small diameter lines

more common

®* Knowledge of the system that most

attackers may not have

Google Satellite view of a Kinder Morgan Station




¢ Designing and

® Creating more physical models - such as an ele

® Automatic discovery of critical points within the system

Google street view of Kinder Morgan Compressor
Station




®* Gas systems react v systems when it comes to

cyber attacks
@







